Final Term Paper (Spring - 2020)

Cloud Computing
    


  Semester: 8th                                                                                                                   Date: 25, June, 2020
  Time: 6 hours





                                    Total Marks:  50
  Instructor: M Omer Rauf                                                                                       
 
Note: Attempt all Questions. Answers should be in your own words. Plagiarism will not be tolerated, if detected, it will lead to failure.
Question No. 1:                                                                                                                             (20)
a. Explain in detail network and cloud-based storage.
Computer attached to a local area network (LAN) may require additional storage space to support file sharing, file replication and storage for large files

Traditionally this additional space is provided through file servers which have larger disk capacity.
With the evolution of computer networks the file server was extended through the use of storage area network (SAN)

The SAN enabled storage devices are attached to the network .the software running over SAN devices allows direct access to these devices throughout network.  
Later on a class of storage emerged to be implemented as network attached storage (NAS)

Cloud storage is a cloud computing model in which data is stored on remote servers accessed from the internet, or cloud. It is maintained, operated and managed by a cloud storage service provider on a storage servers that are built on virtualization techniques. Cloud storage is also known as utility storage
Cloud storage is a cloud computing model that stores data on the Internet through a cloud computing provider who manages and operates data storage as a service. It's delivered on demand with just-in-time capacity and costs, and eliminates buying and managing your own data storage infrastructure.
Question No. 2:                                                                                                                            (20)
Explain in detail web application and multitenant technology.
A web application is a computer program that utilizes web browsers and web technology to perform tasks over the Internet. Based on three tier models 

Presentation layer 

Application layer
Data layer 

A web application in a computer system is a client-side and server-side software application in which the client runs or requests in a web browser. Common web applications include email, online retailers, online auctions, wikis, instant messaging services and more. The Militant application is a shared resource that allows "users in separate tenants to view this application as if it were their own." It is important to automate this process by activating the supply. Multi-tenancy is an architecture that offers an example of a software application to many users. Each user is called a tenant.

Explain in detail cloud security threats.
Cloud security, also called cloud computing security, is a set of policies, controls, procedures and technologies that work together to protect cloud-based systems, data, and infrastructure to provide cloud storage. An important concern for those. Threats to cloud security include data breaches, data loss, account hijacking, service traffic hijacking, unsafe program interface (API), poor selection of cloud storage providers, and shared technology that contributes to cloud security. Can compromise.

Lack of staff with expertise in securing cloud infrastructure. Lack of visibility in what data is in the cloud. Failure to prevent internal theft or misuse of data. Lack of permanent control over security related to multi-cloud and on-premises environments. Modern threats and attacks against cloud infrastructure.

Question No. 3:                                                                                                                              (10)
Briefly describe following.
Advantages and disadvantages of cloud computing.

Advantages:

 Easy implementation. Cloud hosting allows business to retain the same applications and business processes without having to deal with the backend technicalities. Readily manageable by the Internet, a cloud infrastructure can be accessed by enterprises easily and quickly. 

Accessibility. Access your data anywhere, anytime. An Internet cloud infrastructure maximizes enterprise productivity and efficiency by ensuring your application is always accessible. This allows for easy collaboration and sharing among users in multiple locations. 

No hardware required. Since everything will be hosted in the cloud, a physical storage center is no longer needed. However, a backup could be worth looking into in the event of a disaster that could leave your company's productivity stagnant.
Dis Advantages:

No Redundancy. A cloud server is not redundant nor is it backed up. As technology may fail here and there, avoid getting burned by purchasing a redundancy plan. Although it is an extra cost, in most cases it will be well worth it. 

Bandwidth issues. For ideal performance, clients have to plan accordingly and not pack large amounts of servers and storage devices into a small set of data centers.
No longer in control. When moving services to the cloud, you are handing over your data and information. For companies who have an in-house IT staff, they will be unable to handle issues on their own. However, Stratosphere Networks has a 24/7 live help desk that can rectify any problems immediately. 
         B:  Collaborative meeting in cloud.

Collaboration meeting is a way of sharing and co-authoring computer files through the use of cloud computing whereby documents are uploaded to a central "cloud" for storage, where they can then be accessed by others. Cloud collaboration technologies allow users to upload, comment and collaborate on documents and even amend the document itself, evolving the document .Businesses in the last few years have increasingly been switching to use of cloud collaboration.
Collaboration refers to the ability of workers to work together simultaneously on a particular task. Document collaboration can be completed face to face. However, collaboration has become more complex, with the need to work with people all over the world in real time on a variety of different types of documents, using different devices.
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