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QuestionNo.1: (10)

a.Explainessentialcharacteristicsofcloudcomputing.

b.Explainindetailthekeypropertiesofcloudcomputing.

QuestionNo.2: (10)

a.Explainindetaildifferentservicemodelsofcloudcomputing.

b.Explainindetaildifferentdeploymentmodelsofcloudcomputing.

QuestionNo.3:

(10)

a.Explainindetailrolesandboundariesincloud.

b.Explainindetailcloudriskandchallenges.

Answers

QuestionNo.1(a)
Essentialcharacteristicsofcloudcomputingare,

 On-demandself-service:



Cloudcomputingresourcescanbeprovisionedwithout
humaninteractionfrom theserviceprovider.Inotherwords,amanufacturing
organizationcanprovisionadditionalcomputingresourcesasneededwithoutgoing
throughthecloudserviceprovider.Thiscanbeastoragespace,virtualmachine
instances,databaseinstances,andsoon.

 Broadnetworkaccess:
Capabilitiesareavailableoverthenetworkandaccessed

throughstandardmechanismsthatpromoteusebyheterogeneousthinorthick
clientplatforms(e.g,mobilephones,tabletsandlaptops).

 Resourcepooling:
Cloudcomputingresourcesaredesignedtosupportamulti-tenant

model.Multi-tenancyallowsmultiplecustomerstosharethesameapplicationsorthe
samephysicalinfrastructurewhileretainingprivacyandsecurityovertheirinformation.
It’ssimilartopeoplelivinginanapartmentbuilding,sharingthesamebuilding
infrastructurebuttheystillhavetheirownapartmentsandprivacywithinthat
infrastructure.Thatishowcloudmulti-tenancyworks.

 Rapidelasticity:
Oneofthegreatthingsaboutcloudcomputingistheabilityto

quicklyprovisionresourcesinthecloudasmanufacturingorganizationsneed
them.Andthentoremovethem whentheydon’tneedthem.Cloudcomputing
resourcescanscaleupordownrapidlyand,insomecases,automatically,in
responsetobusinessdemands.Itisakeyfeatureofcloudcomputing.Theusage,
capacity,andthereforecost,canbescaledupordownwithnoadditional
contractorpenalties.

 Measuredservice:
Customersarechargedfortheservicestheyuseandtheamounts.

Thereisameteringconceptwherecustomerresourceusagecanbemonitored,
controlled,andreported,providingtransparencyforboththeconsumerandprovider
oftheutilizedservice.

QuestionNo.1(b)
keypropertiesofcloudcomputingare,

 Cloudcomputingisusercentric:
Onceasauserareconnectedtothecloud,

whateverisstoredtherewhetherdocuments,messages,images,applications,
whateverbecomesauthorizedtotheuseraccessthem.Inaddition,notonlyisthe
data,butonecanalsoshareitwithothers.Ineffect,anydevicethataccesssesyour
datainthecloudalsobecomesyours.



 Cloudcomputingistask-centric:
Insteadoffocusingontheapplicationandwhatit

cando,thefocusisonwhatoneneeddoneandhowtheapplicationcandoitforus.
Traditionalapplicationslikewordprocessing,spreadsheets,emailandsoonetcare
becominglesssignificantthanthedocumentstheycreate.

 Cloudcomputingispowerful:
Connectingthousandsorhundredsofcomputers

togetherinacloudcreatesawealthofcomputingpowerimpossiblewithasingle
desktopPC.

 Cloudcomputingisaccessible:
Becausedataisstoredinthecloud,userscan

instantlyretrievemoreinformationfrom multiplerepositoriesfrom anywhereinthe
world.Wearenotlimitedtoasinglesourceofdata,aswedowithadesktopPC.

 Cloudcomputingisintelligent:
Withallthevariousdatastoredonthecomputersina

cloud,dataanalysisandminingareveryimportantandnecessarytoaccessthat
informationinanintelligentmanner.

 Cloudcomputingisprogrammable:
Manyofthetasksnecessarywithcloud

computingmustbeautomated.Forexample,toprotecttheintegrityofthedata,
informationstoredonasinglecomputerinthecloudmustbereplicatedonother
computersinthecloud.Ifthatonecomputergoesoffline,thecloud’sprogramming
automaticallyredistributesthatcomputer’sdatatoanewcomputerinthecloudso
thatitmaynotgetlost,soitissafekeptsafeandsecureincloud.

QuestionNo.2(a)
Servicemodelsarethereferencemodelsonwhichthecloud

computingisbased.Thesecanbecategorizedintothreebasicservicemodels,

 Infrastructureasaservice(IaaS):
IaaS,asthemostflexibleofthecloudmodels,

allowsyourbusinesstohavecomplete,scalablecontroloverthemanagementand
customizationofyourinfrastructure.

IntheIaaSmodel,thecloudproviderhostsyourinfrastructurecomponentsthat
wouldtraditionallybepresentinanon-sitedatacenter(suchasservers,storageand
networkinghardware).Yourbusiness,however,wouldmaintaincontrolover
operatingsystems,storage,deployedapplications,andpossiblylimitedcontrolof



selectnetworkingcomponents(e.ghostfirewalls).

 Platform asaservice(PaaS):
Withthismodel,athird-partyvendorprovidesyour

businesswithaplatform uponwhichyourbusinesscandevelopandrun
applications.

Becausethevendorishostingthecloudinfrastructurewhichsupportstheplatform,
PaaSeliminatesyourneedtoinstallin-housesoftwareorhardware.Yourbusiness
wouldnotmanageorcontroltheunderlyingcloudinfrastructure,butyouwould
maintaincontroloverthedeployedapplications.

 Softwareasaservice(SaaS):
TheSaaSmodelallowsyourbusinesstoquicklyaccess

cloud-basedwebapplicationswithoutcommittingtoinstallingnewinfrastructure.The
applicationsrunonthevendor’scloud,whichthey,ofcourse,controlandmaintain.The
applicationsareavailableforusewithapaidlicensedsubscription,orforfreewith
limitedaccess.SaaSdoesnotrequireanyinstallationsordownloadsinyourexisting
infrastructure,whichinturneliminatestheneedtoinstall,maintain,andupdate
applicationsoneachofyourcomputers.

QuestionNo.2(b)
Itdefinethetypeofaccesstothecloud,i.e,howthecloudislocated?

Cloudcanhaveanyofthefourtypesofaccess:public,private,hybrid,community.

 Publiccloud:
Thistypeofcloudservicesisprovidedonanetworkforpublicuse.

Customershavenocontroloverthelocationoftheinfrastructure.Itisbasedona
sharedcostmodelforalltheusers,orintheform ofalicensingpolicysuchaspay
peruser.Publicdeploymentmodelsinthecloudareperfectfororganizationswith
growingandfluctuatingdemands.Itisalsopopularamongbusinessesofallsizes
fortheirwebapplications,webmail,andstorageofnon-sensitivedata.

 Privatecloud:
Itisacloudbasedinfrastructureusedbystand-aloneorganizations.It

offersgreatercontroloversecurity.Thedataisbackedupbyafirewallandinternally,
andcanbehostedinternallyorexternally.Privatecloudsareperfectfor
organizationsthathavehigh-securityrequirements,highmanagementdemands,and
availabilityrequirements.

 Communitycloud:
Itisamutuallysharedmodelbetweenorganizationsthatbelong



toaparticularcommunitysuchasbanks,governmentorganizations,orcommercial
enterprises.Communitymembersgenerallysharesimilarissuesofprivacy,
performance,andsecurity.Thistypeofdeploymentmodelofcloudcomputingis
managedandhostedinternallyorbyathirdpartyvendor.

 Hybridcloud:
Thismodelincorporatesthebestofbothprivateandpublicclouds,

buteachcanremainasseparateentities.Further,aspartofthisdeploymentof
cloudcomputingmodel,theinternal,orexternalproviderscanprovideresources.A
hybridcloudisidealforscalability,flexibility,andsecurity.Aperfectexampleofthis
scenariowouldbethatofanorganizationwhousestheprivatecloudtosecuretheir
dataandinteractswithitscustomersusingthepubliccloud.

QuestionNo.3(a)
Commonrolesassociatedwithcloudbasedinteractionand

relationshipsincludethecloudprovider,cloudconsumer,cloudserviceowner,and
cloudresourceadministrator.

AnorganizationalboundaryrepresentsthephysicalscopeofITresourcesownedand
governedbyanorganization.Atrustboundaryisthelogicalperimeterthat
encompassestheITresourcestrustedbyanorganization.

 Organizationboundary:
PhysicalperimeterthatsurroundasetofITresourcesthat

areownedandgovernedbyanorganization.

 Trustboundary:
Logicalperimeterthattypicallyspansbeyondphysicalboundaries

torepresenttheextenttowhichITresourcesaretrusted.

 Cloudprovider:
Organizationprovidescloud-basedITresourcesresponsiblefor

makingcloudservicesavailabletocloudconsumers.

 Cloudconsumer:
Organizationthathasaformalcontractorarrangementwitha

cloudprovidertouseITresourcesmadeavailablebythecloudproviderusercloud
serviceconsumertoaccessacloudproviders.

 Cloudserviceowner:
Personororganizationthatlegallyownsacloudservicecanbe

thecloudconsumerorprovider.



QuestionNo.3(b)
Challengesandrisksincloudcomputing,

 Cloudmigration:
Cloudmigrationistheprocessofmovingdata,applications,and

otherimportantinformationsofanorganizationfrom itson-premiseseither
desktopsorserverstothecloudinfrastructure,andthiscanalsoinvolveinmoving
databetweendifferentcloudsetups.

 Datasecurity:
CSPsareresponsibletoprovidecloud’ssecurity,butthey’renot

responsibleforyourapplication,servers,andsecurityofdata.Thesecurityrisksof
cloudcomputinghavebecomearealityforeveryorganization,beitlargeorsmall.
That’swhyitisimportanttoimplementasecureBLcloudtoolthatcanleverage
propersecuritymeasuresalsoensuretheproviderhasstrictdatarecoverypolicies
inplace.

 Bandwidthcost:
Thoughorganizationsandbusinessescansavemoneyon

hardwareusingcloud,buttheyhavetopayextraforthebandwidththeyuseto
accesstheirworkloads.However,itdoesn’tchargemuchforsmallerapps,butdata
intensiveapplicationsneedmorebandwidthwhichcancostshigher.

 Lackofexpertise:
Withthequickadvancementsandimprovementsincloud

technologies,moreandmoreorganizationsarecloudstoplacetheirworkloads.
However,theyfacedifficultiestokeepupwiththetoolswhichrequireparticular
expertise.Organizationscandealwiththischallengebyprovidingcloud
technologiestrainingtotheirsystem administratoralongwithdevelopmentstaff.

 Managingmultipleclouds:
Challengesfacingcloudcomputinghaven’tjustbeen

concentratedinone,singlecloud.Thestateofmulti-cloudhasgrownexponentially
inrecentyears.Companiesareshiftingorcombiningpublicandprivatecloudsand,
asmentionedearlier,techgiantslikeAlibabaandAmazonareleadingtheway.


