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Abstract: Due to the rapid growth of Internet services, the need for network protection and security protection Complex attacks are constantly increasing. Today, in network security, intrusion detection the system (IDS) plays an important role in detecting intrusion activities. Based on Evolutionary Algorithm (EA) Optimization techniques have been widely used to solve problems in network anomaly detection. along with Reduce the search dimension and improve the classification performance of the IDS model, Several evolutionary hybrid algorithms have been studied in the literature for feature selection, but they It has few disadvantages, such as low diversity, slow convergence and stagnation. To address these limitations, In this study, we introduced a new hybrid evolutionary algorithm incorporating grasshopper hopper technology Optimization algorithm (GOA) and simulated annealing (SA), GOSA, called IDS, can extract the most Excellent features, and irrelevant features are eliminated from the original IDS dataset. In the proposed method, SA has been integrated into GOA, Use it after each GOA iteration to improve the quality of the solution. Support vector machine (SVM) is used as the tness function in the proposed method to select relevant features this helps to accurately classify attacks. From the experimental results, this method surpasses the existing advanced methods, the detection rate is as high as 99.86%, The accuracy of NSL-KDD is 99.89%, the false alarm rate is low, 0.009, and the detection rate is as high as 98.85%, In UNSW-NB15, the accuracy is 98.96%, and the false alarm rate is relatively low, 0.084.
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1. Introduction
                  In recent years, cyber security has been a well-thought-out topic and provides an open space the study .Cyber security promotes the security of information systems, such as hardware, software and Organize, store data on systems and access services provided by these systems Invaded illegally by intruders and may also be abused. Sometimes it can lead to abuse or injury it is intentionally done by the system operator. Therefore, intentional or accidental injuries may not be Observe the safety measures. Network security instructions can be used to protect computer systems In addition to business, there are plans to implement multiple organizations to protect their systems and data (information) from cyber-attacks. There are many cyber-attacks, such as phishing, worms, viruses, Do’s attacks, illegal access and control system attacks. To cope with it, cyber security requirements Confidentiality, integrity, availability and authorization need to be considered. Smart IDS this system can play an important role in protecting the network from cyber-attacks [3].
     Despite the development of computer networks, security applications and human consciousness in the contemporary era with the development of modern defense technology, modern equipment that resists the latest cyber-attacks is still not available Full protection. To solve this problem, today considered an intrusion detection system (IDS) an effective way to improve detection capabilities. IDS is such hardware or software equipment, Check the transaction network and scan it according to signature/heuristics to identify any malicious activity, such as Malware or vulnerability attacks and generate alerts/alerts so that the security team can analyze and take action Appropriate action [4]. Significant differences between intrusion detection systems and intrusion protection System (IPS) is that IDS only detects malicious attacks/content, while intrusion prevention system Detect and stop specific transactions. Generally, intrusions and malicious attacks on computers and computers the data on its database may undermine IT security policies, namely availability, confidentiality and integrity [5]. By convention, the most common protections for computer networks are: user authentication, update, Data encoding and various existing technologies [6]. 
      Compared with traditional network protection technologies (such as firewalls, smart and people-oriented IDS) being able to profitably intercept and inform people who invade the network is of great value in the real world. He it can be deployed in the core network backbone network or system. The main problem is the efficiency of intelligent intrusion detection systems has become the center of network security [7]. Currently, the use of intelligent IDS is regarded as an emerging solution for network protection and protection. Security is different from peripheral attackers. On the contrary, many problems have been found IDS is usually different from new attacks, its detection rate is low, and IDS is seriously overloaded in its work and audit data [8]. 
       Generally, IDS can be classified according to its detection mechanism (such as abuse or signature). Based on anomalies or behaviors, and mixed [9]. In signature-based IDS, new activities Recognized intrusion models or scenarios, which can be explicit models or use Predefined signature (model) database and perform intrusion detection. Despite its benefits, it is not used properly the function of the intrusion detection system is similar to its database, which should be updated by human experts in time. It cannot identify unknown attacks. On the other hand, the anomaly detection system can maintain it can be measured as a regular pattern expected over a period of time and trigger an alarm something different from this behavior. However, the traditional IDS has various problems, such as Unknown attacks have low detection capabilities, high false alarm rates and insufficient capabilities analysis. The complexity and number of new attacks are increasing, so new and diversified solutions are needed, so Computer intelligence-based methods, such as natural heuristic algorithms, meta-heuristic techniques, and Data mining is used to improve the productivity of IDS [10].
2. Related Work
       In order to explore the challenges of network intrusion detection, in recent years, researchers various types of methods have been used, such as evolutionary methods and filters [22]. Function selection Algorithms with learning algorithms cannot process or expand massive data [23]. At this in the research, we focused on the SA and GOA mixed packaging method to discover the attack. In Processing linear and non-linear related data attributes in [24]. The author proposes a method based on mutual information, the optimal attributes are systematically selected for classification. Of The effectiveness of the proposed method has been estimated in the event of network intrusion recognition. Hiring Through the attributes selected by the proposed algorithm, the generation of intrusion detection system is In fact, it is called IDS (LSSVM-IDS) based on square support vector machine. The experiment is it was performed on three data sets including KDD Cup 99, NSL-KDD and Kyoto 2006+. Similarly, Javidrad Wait. [25] Generated by particle swarm optimization (PSO) and Annealing (SA) method optimizes the exposure sequence of laminated composites The force and bending moment exerted on the aircraft are minimal. The proposed method uses SA as
Research techniques to improve the convergence speed of PSO. GOA's ease of use and ease of use have been applied in many areas, such as forecasting financial pressure, partially shielded photovoltaic generator, location of wireless nodes, analysis and analysis of vibration signals in machine learning Computer network [14]. Many discrete, continuous, multiple objective and single objective problems GOA has effectively solved the optimization problem for various meta-heuristic algorithms For example, DE and PSO solve global optimization problems and succeed. As described in [26] writer a new FS algorithm using support vector machine is proposed to reduce the IDS attribute domain data set. This is the first time we use the GOA algorithm for intrusion detection in a hybrid model as a search technique to select the best parameters and reduce the size of the data set. Arora and Anand [27 Confused concept about optimizing GOA to speed up its overall convergence rate. Chaos diagram is used to balance the trade-off between exploration and development Effective development and reduction in repulsion/attraction between locusts Similarly, in [28], 
3. Background details of methods
In the field of data network security, function selection is one of the necessary pre-processing tools for adding functions. Classifier performance [44]. Large data sets, such as KDD Cup 99, NSL-KDD and UNSWNB15, Not all available functions are necessary to form active IDS, redundancy and noisy functions The main reason found in these datasets is the main reason for increasing processing time and reducing detection accuracy IDS. Let Xm n = fxi; jg a matrix containing m entities and n different sets of samples Expressed as a targeted attack, Xm n = [Xm n1 1 Xm n2 2 ::: Xm np p] each matrix Xm ni I include recordings N1 + n2 + ::: np = n of the same group. Identify the most useful function A subset of entities over the entire size Sk n 2 Xm n; k m is the most distinctive Describe the attack.
3.1. Grasshopper hopper optimization algorithm 
The grasshopper optimization algorithm is a dynamic, innovative and efficient meta-heuristic algorithm.The life of a locust. In their lifespan, there are two parts, namely nymph and adult. it can Group sports are one of the largest groups of all living things, and grasshoppers are usually Found only in nature [45]. Swarm behavior occurs in both nymphs and adulthood This is unique to the locust swarm. Grasshopper nymph jumping and spinning Millions of cylinders, In general, natural heuristic algorithms may divide the research process into two stages:Exploration and development. During the exploration phase, when agents are stimulated, they will voluntarily moveThe trend of local operation in the operating room. Extensive exploration and rapid fusion inspirationUse of GOA. The mathematical model used to simulate the behavior of locust bee colony is It can be obtained by formula [46].
4. Proposed method
  Binary Grasshopper Optimization Algorithm
        In the binary FS problem, the main body of the binary optimization algorithm can only approach and leave The corner of this hypercube Switch position vector y = one or more bits of fy1; y2; :::; ydg, specified as Hypercube search space. In the FS problem, the position of the agent is updated through accumulation The current position vector, meanwhile, the basic GOA should be able to solve the current FS problem. once again, In order to deal with binary FS problems, this method cannot be used. As shown in previous studies [28], Mirjali Lewis uses a transfer function, which is an effective and appropriate method to convert Continue in binary form, ie (8) in equation (16). First, the transfer function is used The probability of modifying the position 0 of the i-th agent in the current j-th dimension to 1 or vice versa Iteration (t) is described in Algorithm 3 as an input parameter.
5. Experimental Results and discussion
      In order to evaluate the efficiency and performance of IDS based on abnormal conditions GOSA technology, using NSL-KDD and UNSW-NB15 dataset to perform simulation they can be publicly used for intrusion detection estimation. Reasons for choosing these types the data set in the work is mainly used in intrusion detection recommendations to evaluate IDS performance and determine the type of attack for experimental analysis. Every record in this data the set is considered as attacking or normal. In addition, these data sets have different data values ​​and several attribute numbers, they answered detailed tests to verify the attribute selection method. We also have these two data sets were selected to evaluate the performance of the differential system. From [52], Tavalle Wait. It is recommended to use the premeditated form of KDD Cup 99. The UNSW-NB15 data set consists of the network-wide laboratory of the Australian Cyber security Centre (ACCS) is based on existing normal events and Imitate modern attacks. The data set includes 49 functions and 9 new attacks. Recent [20], Haji Salem and Babaie conducted experiments on the NSL-KDD and UNSW-NB15 data sets to evaluate the performance of IDS in identifying attacks. Data NSL-KDD [53] together with UNSW-NB15 [54] Sets are two recognized data sets used to estimate the detection of intrusion techniques. And so, we have specified a data set to verify the proposed method. In the next section, we will explain Performance indicators used to evaluate the performance of the proposed IDS system.


6. Conclusion
      To maximize classification performance and minimize intrusion calculation time the detection system, in the existing literature, has introduced several evolutionary hybrid algorithms. Different technologies have a unique understanding of solving network security problems, so integration More than one algorithm that can narrow the gap between each other is to increase IDS system performance. Although the evolutionary hybrid algorithm brings higher performance, it has some disadvantages, such as long calculation time and low diversity. To overcome existing problems, we introduced a new scalable mixed feature algorithm, called GOSA, which integrates Features of GOA and SA algorithms. The proposed method not only improves the classification Performance, but also reduces the calculation time. Improve research capabilities and robustness during the evolution process, we applied the SA mechanism after the GOA stage was completed In order to get the best solution. In addition, GOSA technology is also used to select appropriate SVM parameters, Avoid people who worry about SVM. Reason the results obtained from the experimental research show that GOSA is better than Techniques used for different performance indicators, such as detection rate, false alarm rate, accuracy, Execution test time and execution training time. 
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