
IQRANATIONALUNIVERSITY

DepartmentofComputerScience

ProfessionalPractice

Name. :AliMuqadas

ID. : 13131

Submittedto:SirShahab-ul-islam

Assignment:Finalpaper



Question:01

A)Explainthefunctionalunitsofanorganizationindetail.

Ans)Functionalunitsofanorganization:
Fivegroupsoffunctionsarethereineveryorganization:

Production:
Activitiesthatdirectlycontributetocreatingtheproductsor

servicesthatthecompanysells.

Qualitymanagement:

Qualityactivitiesnecessarytoensurethatqualityof

theproductsandservicesproducedismaintainedattheagreedlevel.

SalesandMarketing:

Salesisconcerneddirectlywithsellingtheproduct,

whilemarketingisconcernedwithestablishingtheenvironmentinwhich

theproductissold(e.g.throughadvertising)andwithdecidinghowthe

rangeofproductssoldbythecompanyshoulddevelop.

4.FinanceandAdministration:

Topaybills,tolookafteritsfunds,Allcentral

services.

5.Researchanddevelopment:

Howcanthecompanydobetterthethings

thatitalready

B)Explainthatthefollowingorganizations(Microsoft,IBM,eBay,Amazon)
arecentralizedordecentralized.Alsojustifyyouranswer



Ans)

 Microsoftisaclearexampleofacentralizedcompany.Acentralized
companyisacompanywhichreliesononeindividual,centralpersonto
makeallthedecisionsofthecompanyanddirectthecompany.

 IBM isalsocentralizedbecauseallofitsdecisionsarereliedonone
individual.

 eBayisanexampleofanorganizationthathaslandedonthesweet
spot.Ithascentralization:eBayrequirespeopletologon,andbuyers
andsellersmustidentifythemselves.Ithasdecentralization:userscan
auctionitemstoeachotherdirectly,buyersandsellersrateeachother.
Thiscombinationcreatesbothtrustandsecurity.

Inacentralizedworld,Amazongrowsitscurrent9%e-commercemarket

sharetoamuchlargerpercentage,takingadvantageofitsscale,efficiency,

advancedtechnology,andtheconvenienceofshoppinginoneplace.So,

Amazoniscentralized.

Question:02
A)Explainlimitedandunlimitedcompanies.Alsolist3limitedand
unlimitedCompaniesinPakistan.

Ans)Limitedcompany:

Alimitedcompanyisatypeofbusinessstructure

wherethecompanyhasalegalidentityofitsown,separatefrom itsowners

(shareholders)anditsmanagers(directors).Evenifacompanyhasonly

oneindividualinvolvedwithitandthatpersonistheonlyshareholderand

theonlydirector,thecompanyisstillaseparatelegalentity.

LimitedcompaniesinPakistan:

1)IttehadchemicalLTDLahore.

2)LindePakistanlimitedKarachi.



3)ICIPakistanlimitedMultan.

Unlimitedcompany:

Anunlimitedcompanyisverymuchlikearegularprivatecompanylimited

byshares.ItmustberegisteredwithCompaniesHouseandhavea

memorandum andarticlesofassociation.

There'sadirectorthatmanagestheday-to-dayrunningofthecompanyon

behalfoftheshareholders.Personsofsignificantcontrolandanannual

confirmationstatementmuststillbesubmittedtoCompaniesHouse.

UnlimitedcompaniesinPakistan:

1)PakistanInternationalAirlinesCorporation

2)CyberNet

3)StateLifeInsuranceCorporationofPakistan

B)Whilestartinganewsoftwarecompanyasfreshgraduates,whatare

thetwomainsourcesoffundsthatcanhelpyoutostartyourcompany?

Explainbriefly.

Ans)Grants:
Agrantisasum ofmoneygiventothecompany;whilethecompany

isobligedtodemonstratethatithasbeenusedforthepurposesforwhich
itwasintended,itisnotintendedthatthegrantshouldeverbepaidbackto
theorganizationwhichgaveit

Theavailabilityofgrantsandotherhelpfornewcompaniesdepends
verymuchonwherethecompanyislocated,howmanypeopleitexpectsto
employ,andongovernmentpolicyatthetime.

Loans:
Aloanisasum ofmoneylenttothecompany;interestispayableon

it,ataratethatmaybefixedorvariable,andtheloanisusuallyforafixed
period



Thecompanyisliabletopaybacktheloanand,ifthecompanygoes
intoliquidation,thelenderisentitledtorecovertheloanfrom thesaleof
theassetsofthecompany.

Inmostcases,securityisrequiredfortheloan

Question:03

A)Whatisintellectualproperty?Writeandexplainthreewaysthatprotect
Intellectualproperty.

Ans)Intellectualproperty:

  (IP)isacategoryof property thatincludes
intangiblecreationsofthehumanintellect.Thereare
many types of intellectualproperty,andsomecountriesrecognizemore
thanothers.Themostwell-known types arecopyrights,patents,
trademarks,andtradesecrets

Trademarks:

Trademarkregistrationisoneofthemostcommon,and
straightforward,typesofintellectualpropertyprotection.Trademarksare
usuallyregisteredforlogosandbranding.Youhavetherighttoanymark
youusetodistinguishyourcompanyorproducttheminuteyoustartusing
ittomarket,aslongasnooneelsehadalreadyclaimedthatmark.

RegisteringatrademarkwiththeUSPTOmakesitaloteasiertoenforce
yourrightstothatmark.Ifsomeoneoutsideofyourhomestatestarts
usingyourlogo,forinstance,itcanbehardtoenforceyourIPrights
withoutregistering.Whenyoustartusinganysortofuniquelogo,phrase,
symbol,design,orpackagingtomarketyourproductorservice,besureto
registerit.

Copyrights:



Copyrightsarealittledifferentfrom patentsandtrademarks.
Oneofthebiggestdifferencesliesinthatthereisanofficethatdealssolely
withcopyrightregistration.Butbeyondthat,copyrightlawismeantto
protectoriginal,creativeworks--stufflikemusic,drama,literature,andart.
Soifyoucomeupwithajingletouseduringcommercials,youhavearight
toitsuse.Youcanevenfiletoprotectalogo,ifitisseenashavingenough
artisticmerittowarrantcopyrightprotection.Anybusinessbuilton
creativity--likeacustom jewelryshop--shouldregisteracopyrightforany
designsused.

Somebusinesseswillalsocopyrighttheirwebsite'scontent.Like
trademarks,theauthororcreatorofanyworkdoeshavecopyright
protectiontheminutetheworkiscreated.Ifyoueverwanttoenforcea
copyright,youneedtoregisterwiththeUSCopyrightOfficefirst.

Patents:

Patentsareoneofthemostwellknownformsofintellectual
propertyprotectionandarealsonotoriouslyhardtoget.Thereare
twomaintypesofpatents,utilitypatentsanddesignpatents.
Utilitypatentsareissuedtoprotectnovel,usefulinventions,while
designpatentsprotecttheuniqueappearanceofafunctional
object--likethedesignofasodabottle.Ifyourbusinessisbuilton

apatentableidea,Irecommendyoumeetwithapatentlawyertomake
sureyourapplicationisfilled

B)WhatisthedifferencebetweenEuropeandirectiveandU.Sdirectiveon
dataprotection?

Ans)TheDataprotectionlawsoftheEU:

IntheEU,twomainlegal
instrumentsregulatethedataprotectionintheinformationsociety.These
legalinstrumentsincludetheDataProtectionDirective1995/46/ECandthe
e-PrivacyDirective2002/58/EC.

DataProtectionintheUS:

UnliketheEU,theUSdoesnothaveasingle



overarchingprivacylaw.Onafederallevel,theUnitedStatesmaintainsa
sectoralapproachtowardsdataprotectionlegislationwherecertain
industriesarecoveredandothersarenot.Atastatelevel,moststateshave
enactedsomeform ofprivacylegislation.Below,wequicklydiscussthree
importantfederaldataprotectionlaws,namely,theHealthInsurance
PortabilityandAccountabilityAct(HIPAA),theFairandAccurateCredit
TransactionAct(FACTA),andtheChildren’sOnlinePrivacyProtectionAct
(COPPA).

Result:

UnderEUlaw,personaldatacanbecollectedonlyunderstrictconditions
andforalegitimatepurpose.ThemaincomponentoftheEUdata
protectionlawistheDataProtectionDirective1995/46/EC.
IntheUS,thereisnoall-encompassinglawregulatingthecollectionand
processingofpersonaldata.Instead,dataprotectionisregulatedbymany
stateandfederallaws.

ThedifferentapproachesoftheEUandUStowardsdataprotection
probablystem from history.InEurope,wherepeoplehavehaddictatorships,
dataprotectionisdeclaredasahumanrightandregulatedby
comprehensivedataprotectionlegislation.Inthisregard,itisworth
mentioningthattheSTASI,theofficialstatesecurityserviceoftheGerman
DemocraticRepublicorGDR(informallyknownasEastGermany),
employed500,000secretinformers.Thetaskof10,000oftheseinformers
wastolistentoandtranscribethephonecallsofcitizens.Incontrast,inthe
US,theattitudetowardsdataprotectionisgovernedmainlybymarket
forces.ItshouldalsobenotedthatwiththeadoptionoftheUSPatriotAct,
whichwasadoptedinresponsetotheeventsonSeptember11,2001,the
USsignificantlyreducedtherestrictionsinthecollectionofpersonaldata
bylawenforcementagencies.

QuestionNo:04
a)Whatiscontract?Explainthemainpurposeofcontract?

Ans)Contract:

Acontractisalegalagreementbetweentwoormoreparties.



 Theysetouttheaimsoftheparties;
 Waysofterminatingthecontractandtheconsequencesof

termination.

Wheretherearegapsintheagreementbecausethepartieshavefailedto
completeaparticularissue,itisafunctionofcontractlawtofillthem,

forexamplecontractlawprovidesrulesfortheterminationofthecontract
ifperformancebecomesimpossible.

Itisimportantthat:

 Acontractissetinaclearandlogicalmanner;
 Acontractiscompleteandconsistent;
 Insurancecontracts;
 Contractsofemployment;
 Andthepartiestotheagreementshouldbeleftinnodoubtastotheir

rightsandduties.Softwareengineersarelikelytocomeacrossmany
differenttypesofcontractlike:

 Contractswithhardwaresuppliersandsoon.

B)Whatispen-testing?Explainthreemethodologiesofpenetration
testingusedbyethicalhackers.

Ans)Penetrationtesting:
Penetrationtesting,alsocalledpentestingorethical

hacking,isthepracticeoftestingacomputersystem,networkorweb

applicationtofindsecurityvulnerabilitiesthatanattackercouldexploit.

Penetrationtestingcanbeautomatedwithsoftwareapplicationsor

performedmanually.Eitherway,theprocessinvolvesgatheringinformation

aboutthetargetbeforethetest,identifyingpossibleentrypoints,

attemptingtobreakin--eithervirtuallyorforreal--andreportingbackthe

findings.

 BackdoorsintheOperatingSystem;
 Unintentionalflawsinthedesignofthesoftwarecode;
 Impropersoftwareconfigurationmanagementimplementation;



 Usingtheactualsoftwareapplicationinawayitwasnotintendedto
beused

MethodologiesofPenetrationtesting:

 BlackBoxTesting;
 WhiteBoxTesting;
 GrayBoxTesting.

BlackBoxPenetrationTesting:

Companystaffdoesnotknowaboutthetest.Testerisnotgivendetailaboutthe

networksotheburdenisonthetestertofindoutthedetails.Thetestdeterminesifthe

securitypersonnelareabletodetectanattack

WhiteBoxPenetrationTesting:

InthistypeofPentest,alsoknownas“Clear

BoxTesting,”thetesterhasfullknowledgeandaccesstoboththesource

codeandsoftwarearchitectureoftheWebApplication.Becauseofthis,a

WhiteBoxTestcanbeaccomplishedinamuchquickertimeframewhen

comparedtoaBlackBoxTest..

GrayBoxPenetrationTesting:

This mode oftestiscombination ofboth

whiteandblackboxmodels.Thecompanyprovidesthetesterwithpartial

informationaboutthenetwork.

oftestcantakeaverylongtimetocomplete,soveryoften,thetesterwill

relyupontheuseofautomated processesto completelyuncoverthe

weaknessesandvulnerabilities.Thistypeoftestisalsoreferredtoasthe

“trialanderror”approach.


