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QuestionNo.1.Whatisthedifferencebetweenhazard&Threats?ProvideExamples.

ANSWERNo.1.

HAZARD:Ahazardisdefinedas“adangerousphenomenon,substance,humanactivity
orconditionthatmaycauselossoflife,injuryorotherhealthimpacts,propertydamage,
lossoflivelihoodsandservices,socialandeconomicdisruption,orenvironmental
damage”

OR

Arareorextremenaturalorhumanmadeeventthatthreatenstoadverselyaffect
humanlife,propertyoractivitytoextentofcausingthedisaster.

Typesoftechnologicalhazards

•Mechanical,electrical,radiation,

Whataretheeffects(typeofharm)?

•Cancer,suffocation,pollution,burn,

Whereistheoriginofthehazard?

•Endogenous–“inside”thesystem

•Exogenous–“outside”thesystem

THREAT:astatementofanintentiontoinflictpain,injury,damage,orotherhostile
actiononsomeoneinretributionforsomethingdoneornotdone.

TypesofHazards TypesofThreats

Natural Hazards:Are naturally occurring
physicalphenomena caused eitherby
rapid orslow onsetevents e.g.earth
quake,flood,extremetemperature

Generalthreats:theamountdangerina
givencircumstance

Man-MadeHazards:Theyarecausedby
somehumaninteraction;whetherhuman
induced intentionally orcaused simply
from an accidentfrom something we
built.Industrialaccidents,Terrorism or
othercriminalacts

Specific threats: a specific object,
situation,behavior,etc.,thatcorresponds
toarisinglevelofdangerwithinagiven
context



Examples:

HAZARDS

THREATS

QuestionNo.2.DefineRISKandprovideaclassificationofriskbasedonitssources.
Provideanexampleforeachrisksource

ANSWERNo.2.

Riskismeasureofexpectedlossesduetohazardeventsofparticularmagnitude
occurringinagivenareaoveraspecifictimeperiod.LevelofriskdependsuponNature
ofhazard,Vulnerabilityofaffectedelement,Economicvalueofaffectedelement.

Risksareof3typesBusinessRisks,NonBusinessRisks,FinancialRisks

1.Business Risks:These types ofrisks are taken by business enterprises
themselvesinordertomaximizeshareholdervalueandprofits.Asforexample,
Companiesundertakehigh-costrisksinmarketingtolaunchanew productin
ordertogainhighersales.

2.NonBusinessRisks:Thesetypesofrisksarenotunderthecontroloffirms.
Risksthatariseoutofpoliticalandeconomicimbalancescanbetermedasnon-



businessrisk.

3.Financial Risk:FinancialRiskastheterm suggestsistheriskthatinvolves
financiallosstofirms.Financialriskgenerallyarisesduetoinstabilityandlosses
inthefinancialmarketcausedbymovementsinstockprices,currencies,interest
ratesandmore.

ExamplesBusinessRisks Examples Non Business
Risks

ExamplesFinancial Risk

Financialrisk: Takingona
loan to secure a new
phase of development
means betting on higher
profits that will allow
paying down the line of
creditonafixedtimeline.

The risk of wider
economic changes
affecting the rate of
interest on long-term
sourcesoffinance,Model
Risk, Operational Risk
(fraud,misconduct,failure
of internal controls or
audit systems, natural
disasters),Settlementrisk,
Accountingrisk(changes
in GAAP/IFRS and
comparability issues,
managedearnings,etc.).

Liquidityrisk:Comesin
twoflavorsforinvestors
tofear.Thefirstinvolves
securities and assets
that cannot be
purchased or sold
quickly enough to cut
losses in a volatile
market. Known as
marketliquidityriskthis
is a situation where
therearefewbuyersbut
many sellers. The
secondriskisfundingor
cash flow liquidityrisk.
Funding liquidityriskis
the possibility that a
corporationwillnothave
the capitalto pay its
debt,forcingittodefault,
and harming
stakeholders.

Strategicrisks:Arethose
that arise from the
fundamental decisions
that directors take
concerning an
organization's objectives.
Essentially, strategic
risks arethe risks offailing
toachievethesebusiness
objectives

Regulatoryrisk,Legalrisk
(counterparty does not
honoracontract)Taxrisk,
Sovereignrisk(ifyouare
trading EM debt for
example)& Politicalrisk,
Performance,nettingrisk,
KeyManrisk,Politicalrisk

Speculativerisk:Isone
where a profitorgain
hasanuncertainchance
ofsuccess.Perhapsthe
investordidnotconduct
properresearch before
investing, reached too
farforgains,orinvested
toolargeofaportionof
theirnetworth into a



singleinvestment.

QuestionNo.3.Howwouldyouassesstheperformanceofatransportsystem ofacity?

ANSWERNo.3.

The measurementoftransitperformance representsa veryusefultoolfor
ensuringcontinuousincreaseofthequalityofthedeliveredtransitservices,andfor
allocatingresourcesamongcompetingtransitagencies.Transitservicequalitycanbe
evaluatedbysubjectivemeasuresbasedonpassengers’perceptions,andobjective
measuresrepresentedbydisaggregateperformancemeasuresexpressedasnumerical
values,which mustbe compared with fixed standards orpastperformances.
Transportationsystem isasourceofconsiderableenvironmentaldamageaffectinga
wide range ofreceptors,including human health,flora and fauna,and the built
environment.Themainenvironmentaleffectsconcernairpollution,climatechange,
noise,impactsonnatureandlandscape,soilandwaterdeterioration;othereffects
include,asanexample,visualintrusionincities.

Mobilitydemandofpeoplelivinginurbanandmetropolitanareasiscontinuously
growingbecauseofthedesiretoparticipateinincreasinglyvariedactivitiesmotivated
by physiological,psychologicaland economic needs.Interdependencies among
activitiesentailcomplextravelchoicesinvolvingthegenerationoftrip-chainsandtravel
patterns.Inordertosatisfythisever-changingmobilitydemand,peopletendtouse
individualmotorizedtransportmodes.Performancemeasurementcanbedefinedas
theassessmentofanorganization’soutputasaproductofthemanagementofits
internalresources(money,people,vehicles,facilities)andtheenvironmentinwhich
operates.Performancemeasurementisveryusefulfordifferentaims:assistingin
evaluating the transit system’s overall performance, assessing management
performanceexpectationsofthetransitsystem inrelationtocommunityobjectives,
assessing management performance and diagnosing problems such as
disproportionatecostinrelationtoservice,allocatingresourcesamongcompeting
transitproperties,providing a managementcontrolsystem formonitoring and
improvingtransitservices,facilitatingtheaccountabilitysoughtbygovernmentfunding
agenciesanddemandedbylegislators,regionalandtransitauthorityboards,andthe
generalpublic.Performanceingeneraltermsreferstoanyevaluationorcomparison
measure.



A performance measure can be considered asa quantitative orqualitative
characterizationofperformance.Eachofthesemeasureshascertainindicatorsthat
areusedtosignifytransitperformanceforeachparticularmeasure.Aperformance
indicatorismorespecificallyaperformancemeasureusedto documentprogress
towardaperformancegoal,andtomonitorperformance.Areviewoftheliteratureon
transitperformancerevealsthatnotallagenciesusethesametermsforperformance
measures.

In addition,views ofperformance-based allocation and how indicators are
calculated vary tremendously. Therefore, in the literature, there are various
classificationsofthetransitperformancemeasures,somearemoreschematic,and
othersmorearticulate.

QuestionNo.4.Definesecurityvulnerabilitiesofauniversitycampus?

ANSWERNo.4.

Sometimesitseemslikethesecuritychallengesfacingcollegesanduniversities
arenever-ending.Studentsandothersshareuserinformation.CampusvisitorspopUSB
sticksintonetworkedmachines.Hackersfindtheirwayintoaninternalnetworkthrough
carelesslydiscardedinformationfrom anopenscreenorfrom aninfectedworkstation.
Herearesixofthethingsthatkeepcampussecuritypeopleupatnight,andbig
challengesthatschoolsshouldaddresstomakethemselvesmoreresistanttocyber
threats.

PhishingandSocialEngineeringAttacks

Oneofthebiggestchallengeswithuniversitycybersecurityisthesheeramount
ofhackingthatgoesonintheseenvironments.Schoolshavetodealwithauniquemix
ofuserlevels,includingstudentswhoareoftenyoung,andrelativelytrusting,andare
notemployeesoftheorganization— sothey’relesscontrolled.Forexample,research
showsafull90%ofmalwareattacksoriginatethroughe-mail.Varioustypesofspoofing
andspear-phishingcampaignsenticestudentsandotherstoclickonillegitimatelinks
thatcanusherinaTrojanHorsetododamagetoanetworksystem,orcompromisethe
securityofinformation.Manyofthesekindsofphishingarecost,high—whichleadsto
aninundationofhackeractivitythatschoolshavetokeepintopof,bysomehow
segmentingnetworksystems,byshuttingdowncompromisepartsofthesystem,orby
some otherhigh-tech means.With thisin mind,bettersecurityoften startswith
identifyingseparatepoolsofusers— forexample,administrativestaffversusfaculty
andstudents,andthencustomizingcontrolsandaccessforeachofthesegroups
individually.



TheITCrunch:LimitedResources

The challenge oflimited resourcesand funding foruniversitycybersecurity
generallyspeaksforitself.Theabovekindsofnetworkmonitoringandcybersecurity
engineeringhavesignificantcostsattachedtothem,andmanyuniversitiessimplyfind
itdifficultallocatethemanpowerorthefundingtoaddresscybersecurityissues.

RegulatoryBurdensandSecureDataEfforts

Anotherpartofthischallengingcybersecurityenvironmentisthatschoolsand
universitieshavebigcomplianceburdensundermanydifferenttypesofapplicable
regulation.SomecampusleaderstendtofocusonitemslikeNIST800-171andtheuse
ofcontrolledunclassifiedinformation,justbecausethereisadeadlineonforthis
particulartypeofcompliancerightnow.However,regulationslikeFERPA arealso
critical.EvenHIPAA putspressureonschoolstotightenupcybersecurity,sinceas
healthcareproviders,schoolsmayholdstudenthealthdata.Third-partycloudproviders
oftenofferFEDRAMPcertificationandotherqualificationsforcybersecurityontheir
sideofthefence—butthatdoesn’tfullybringauniversityintocomplianceunlessitcan
bringitsowninternalsystemsuptostandards.

System Malware—ZeroDayVulnerabilitiesandMore

Universitiesandcollegesalsohavetoanticipatesituationswherehackersmay
exploitexistingsystem vulnerabilities.Theyhavetolookatcontinuingsupportfor
operatingsystemsandothertechnologies.Thereisareasonableexpectationthat
manufacturerswillmakeadequatesecurityavailable,butthisdoesn’tabsolvethe
universityofhaving to look forsecurityloopholes and close them.This means
evaluatingarchitectures—forexample,canhackersgethostnames,IPaddressesand
otherinformationfrom deviceslikeprinters?

Italsomeansusingmulti-factorauthenticationtocontroluseractivity.Itmeans
understandinghow malwarewillenterasystem,andanticipatingattacks.Thegood
newsisthatmodernsecuritytoolsgowellbeyondtheperimeterofanetworktoseek
outharmfulactivityiftheyaresetuprightandcontrolledandobservedwell,theycan
dramaticallydecreaserisk.

ProtectingPersonallyIdentifiableInformation

Attheheartofmanyofthesecybersecurityeffortsisthedauntingstruggleto
protectallsortsofpersonallyidentifiableinformation,from simplestudentidentifiersto
financialdataandmedicaldata,from gradestoSocialSecuritynumbersanditemsthat
identitythievesmightuse.Theabove-mentionedregulationsarepartofthedriveto
securethistypeofdata,alongwithmoregeneralstandardsandbestpracticesfor
enterprise.Simplyput,databreachescostmoney,bothindamagecontrol,andinthe



reputationoftheschoolitself.Insomeways,thisongoingdatavigilanceishardfor
schools,becausetheacademicworldisn’tnecessarilyintostrictcontrolofinformation.
Butit’salsohardinapracticalsense,becausesomanycybersecurityarchitecturesjust
can’thandlemodernchallenges,likeaWannaCryinfiltrationorotherattacksthatexploit
commonvulnerabilities.Manyschoolshaveuptoadozenormoresecuritytoolsin
place,butmanyofthesetoolsdon’ttalktoeachotherorsharedatawell,andsothey
becomelesseffectiveasacomprehensiveprotectiveforce.Therearesomethingsthat
schoolscandotoprotectPII—onetechniqueistolimitend-userstorageandaccess—
forinstance,restrictingtheabilityofstudentstosimplymovefloodsofinformationto
thecloud,ornavigatesensitiveinternalnetworkareasfreely.

Anotherstrategyistouseinternalmonitoringtoolstoinspectnetworktrafficfor
suspiciousactivity.Forexample,peekingattheheaderandfooterofdatapacketscan
showtheoriginofdatatransfers,unlessthereisspoofingorsomesophisticatedtype
ofdeceptioninvolved.Someschoolswillgofurtherandfullydecryptdatapacketsto
seewhat’sinsidethem.However,thispracticecaninvolvegettingintothephilosophyof
privacy,whereschoolsarewaryofdiggingintonetworktrafficbecausetheyseetheir
monitoringastoointrusivetostudentsorotherusers.Inaddition,emergingEuropean
privacystandardsmayputsomepressureonschoolsintheU.S.tolimitdecryptionand
observationactivities.

End-UserAwarenessandTraining

Anotherwayforschoolstoincreasesafetyisforthem toconductvibranttypes
ofend-userawareness campaigns.This starts with educating end-users on how
malwaregetsintoasystem — askingthem nottoclickonsuspiciouse-mailsoruse
inboundlinks,butinsteadtoalwaysdoonlinebankingandperform othertransactions
throughasecurewebsite.Schoolscanalsoeducateonthekindsofdatathataremost
likelythetargetsofhackingactivity—researchdata,studentgrades,healthinformation
orothersensitivedatasetsthathackersreallywanttogettheirhandson.

Ontheothersideoftheequation,schoolsshouldalsoworkonimprovingtheir
internalsecuritypostures—figuringouthowtheywillrespondtoattacks,andhowthey
willpreemptivelysafeguardsystemsagainsteverythingfrom phishingtoransomware.

THEEND


